
USER GUIDE – BLE GATEWAY 

Specifications may be modified without any notification. Non-contractual document. 
www.elainnovation.com Copyright © 2020 ELA Innovation – BLE Gateway User Guide 

1/18 

 
 
 

 

 
 

 
 

 

 

 
 
 
 

 

 

 

 

BLE GATEWAY 
USER GUIDE 



USER GUIDE – BLE GATEWAY 

Specifications may be modified without any notification. Non-contractual document. 
www.elainnovation.com Copyright © 2020 ELA Innovation – BLE Gateway User Guide 

2/18 

 

Table of content 
Table of content ............................................................................................................................... 2 

1. GENERAL INFORMATION ABOUT BLUETOOTH LOW ENERGY ............................................ 3 

2. INCLUDED IN PACKAGE ........................................................................................................ 4 

3. MOUNTING AND INSTALLATION.......................................................................................... 5 

3.1. TABLE TOP .................................................................................................................... 5 

3.2. RACK DIN MOUNT ......................................................................................................... 6 

4. SETUP BLE GATEWAY .......................................................................................................... 6 

4.1. Setup with Wi-Fi hotspot................................................................................................ 6 

4.2. Setup with ethernet Conexion an Internet ..................................................................... 6 

5. CONFIGURE GATEWAY ......................................................................................................... 7 

5.1. USERS ACCOUNT CONFIGURATION ............................................................................. 7 

5.2. CONFIGURE Wi-Fi .......................................................................................................... 8 

5.3. CONFIGURE MQTT ........................................................................................................ 8 

5.3.1. Distant broker MQTT ................................................................................................. 8 

6. GATEWAY OPERATION ............................................................................................................ 10 

6.1. WEB APP ......................................................................................................................... 10 

6.1.1. BLE-SCANNER ............................................................................................................. 10 

6.1.1.1. Info Tag ................................................................................................................ 12 

6.1.2. TAG .............................................................................................................................. 13 

6.1.3. SEND COMMAND ........................................................................................................ 14 

6.2. MQTT OPERATION .......................................................................................................... 16 

7. NORMS & STANDARDS ....................................................................................................... 18 

 

 



USER GUIDE – BLE GATEWAY 

Specifications may be modified without any notification. Non-contractual document. 
www.elainnovation.com Copyright © 2020 ELA Innovation – BLE Gateway User Guide 

3/18 

1. GENERAL INFORMATION ABOUT BLUETOOTH LOW ENERGY 

 

Bluetooth Low Energy technology is also called LE or BLE Bluetooth. This technology 
appeared in 2010 with the release of version 4.0 of the Bluetooth Core Specification.  

 
Bluetooth Low Energy is an alternative to "classic Bluetooth". By "classic Bluetooth”, we mean 

all versions of Bluetooth released before Core Specification 4.0.  
 
Low Energy Bluetooth technology operates in the free band ISM 2.4 GHz. This technology relies 

on a frequency hopping radio. 40 physical channels are allocated and separated from each other 
by 2 MHz and used according to the FDMA. Three of them consist in advertising channels (they 
might be considered as signalization), and all the others are data channels. In contrast, 
conventional Bluetooth uses 80 channels separated from each other by 1 MHz 

 
 

 

Figure 1: Evolution of Bluetooth Low Energy versions 

 

 

Bluetooth SIG is the current standard in terms of information and specifications. The 
Bluetooth Special Interest Group, known as SIG, is the body that oversees the development of 
Bluetooth specifications, manages the various technology qualification processes and grants the 
needed licenses of the Bluetooth brand and technology to manufacturers. 

 

Bluetooth SIG web site https://www.bluetooth.com/bluetooth-technology  

BLE Specification https://www.bluetooth.com/specifications  

BLE Services and features https://www.bluetooth.com/specifications/gatt  
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2. INCLUDED IN PACKAGE 

 

DESIGNATION PRODUCT 
REFERENCE DESCRIPTION 

GTW SCIBT107 

Gateway Bluetooth Low Energy Raspberry PI4B. Industrial box compatible 
with DIN rail. Integrated antenna and external power supply included. Pre-
installed single-user Gateway BLE software environment (Web App) with 
Scan BLE functions, Sensor graph, connected mode, transfer in MQTT, REST 
API or GRPC formats. 
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3. MOUNTING AND INSTALLATION 
3.1. TABLE TOP 

 

Power 

 
Carte SD 
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3.2. RACK DIN MOUNT 

 
 

4. SETUP BLE GATEWAY 
4.1. Setup with Wi-Fi hotspot 

4.1.1. The Ela Gateway provides a WI-FI-Hotspot for initial setup, its SSID is ElaGateway.  
 The default password of the WI-FI-Hotspot is GatewayEla. 

4.1.2. Power on the Ela Gateway, search Wi-Fi hotspot SSID “ElaGateway” on your  
 computer, then connect to the Wi-Fi hotspot. 

4.1.3. Open an Internet browser on your computer, then enter the router’s default IP 
address: 192.168.4.1 or the name of gateway provided on the product label 
(“nameofgateway/”), the default Username/Password is admin/admin. 

 

4.2. Setup with ethernet Conexion an Internet  

4.2.1. Connect the Ela Gateway to a managed Ethernet. 

4.2.2. Power on the Ela Gateway, on your computer (that is connected to the same  
 Network) use an IP address scanner to find the Ela Gateway on your local network. 

4.2.3. Open an internet browser and enter the IP address discovered above or the name of 
gateway provided on the product label (“nameofgateway/”),. The default 
Username/Password is admin/admin. 
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5. CONFIGURE GATEWAY 

The user can configure the most common settings for the Ela Gateway, such user accounts, MQTT, 
GRPC, WI-FI-Hotspot 

5.1. USERS ACCOUNT CONFIGURATION 

On the web application you have the possibility to modify, add and delete an account, for this you 
just must follow this little tutorial. 

To access the account page, you have an Account button on the header. 

 
 

 
 

 



User Guide – Bluetooth Gateway 
 

Specifications may be modified without any notification. Non-contractual document. 
www.elainnovation.com Copyright © 2020 ELA Innovation – BLE Gateway User Guide 8/18 

 
 

5.1.1. To add a new user, you have the button add user and enter the Username/password 
 of the new account: 

 

5.1.2. To update/delete an existing account, you have a button per account for this  

 
Once the form is submitted you will have a success/error message 

5.2. CONFIGURE Wi-Fi 

You have the possibility either to connect to the Wi-Fi or to share a hotspot for that it is enough 
to configure the ssid/password of the WIFI network or that of the Hotspot on the setup page . 

 
  

5.3. CONFIGURE MQTT 

The Ela Gateway allows to transmit Bluetooth data to an MQTT broker, you can configure it 
with an external or local broker. 

5.3.1. Distant broker MQTT 

To use a Distant broker MQTT, just put the configuration of your broker in the configuration 
form (if your broker is not secure, leave the Username & password MQTT fields empty) 
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5.4. API RESTful 
the gateway also has a RESTful API with documentation which is available directly on the 
web application by clicking on help 
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6. GATEWAY OPERATION 

 

6.1. WEB APP 
6.1.1.  BLE-SCANNER 

On the scanner page, you can visualize the frames scanned by the Ela Gateway 
microservice, with the time stamp, mac address, local name, RSSI, payload, type of sensor, 
and the data decrypt. 
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You also have a smart search bar, it allows you to filter on all the data in the table, you just 
need to add spaces between the keywords, you can also add a tag to the favorites list (this 
will be seen in 6.1.2) by clicking on the star corresponding to your tag 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     

    

 

 

** 

 

 

Start/stop 
MQTT 

Start/stop the transmission of BLE data to MQTT (topic: Gateway/scan) 

Refresh Refresh the list of Frames scanned by the gateway microservice 

Export Export the list of Frames on csv file  
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6.1.1.1. Info Tag 

By clicking on the address of an ELA tag you access a personalized page, with a 
scanner, data tracking graph and tag information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

You also have an order list that you can send directly to the selected tag. 
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6.1.1.2. Data Logger 
for the data logger you have 2 types of command, if your tag does not have the 
ELA_EN_12830 option, you can also download the data logger in csv format by 
clicking directly on the data logger, otherwise you will have another display with 
the password to recover the data logger 
 
 
 
 
 
 
 
 
 
 
 

 

6.1.2. TAG 

on this page you will find the list of favorite tags so that you can directly access the info 
tags page without going through the scanner, you can also add / remove tags. 
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6.1.3. SEND COMMAND 

To send an order, you must complete the form below. 

 

 

 

 

 

 

 

 

 

6.1.3.1. Adress Mac 

Once arrived on the page "send the order" an automatic scan will be carried out and you will 
have proposals of tags with the last tags of the scanner (in the form "mac address // local 
name"). 

 

 

 

 

 

 

 

If you cannot find your tag on the list, just mark its mac address. 
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6.1.3.2. Command list 

COMMANDS ACTIONS MINIMUM FIRMWARE VERSION 

LED_ON XX Turn ON the LED (for XX seconds) ≥2.0.0 

BUZZ_ON Turn ON the buzzer (Repeated beep) ≥1.0.0 

BUZZ_OFF Turn OFF the buzzer ≥1.0.0 

BUZZ_ON XX Turn ON the buzzer (for XX seconds) ≥2.0.0 

DIGI_ON Turn Digital Output to “ON” state ≥2.1.0 

DIGI_OFF Turn Digital Output to “OFF” state ≥2.1.0 

DIGI_ON XX Turn Digital Output to “ON” state for XX seconds ≥2.1.0 

RAZ_COUNT Counter reset ≥2.0.0 

LOG_DL Download datalogger values ≥2.0.0 (non-EN12830) 

LOG_RST Erase datalogger values and timestamp ≥2.0.0 (non-EN12830) 

LOG_SP_DL XX YY Download datalogger values from the index XX to index YY in 
chronological order (index 00 is the oldest value) ≥4.0.0 (non-EN12830) 

LOG_SP_INV_DL XX YY Download datalogger values from the index XX to index YY in 
reverse chronological order (index 00 is the newest value) ≥4.0.0 (non-EN12830) 

GET_BATT_VOLTAGE Return battery voltage in mV ≥2.1.0 

GET_SENSOR_DATA Return the last measured sensor value ≥2.2.0 

 

 

6.1.4. Data logger visualization  

On this page you can visualize all your data loggers on a graph, just choose your csv file 
and click on "display". 
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Depending on your data logger you get a corresponding chart. 

 

 

 

 

 

 

 

 

 

 

 

 

 
6.2. MQTT OPERATION 

 

 

6.2.1. Routes 
 

Topic Function 
Gateway/”nameOfGateway”/Scan  on this topic you will receive all the frames of the 

scanner 
Gateway/SendCommand/”NameOfGateway”/  On this topic you can send commands to tags 

respecting the format Json (6.2.2.) 
Gateway/”nameofGateway”/Response  On this topic you will receive the response of the 

command sent 
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6.2.2. JSON format 

To send an order in mqtt it is imperative to respect the format below 
 

 
 
 

Example:  
For this example, we used the MQTT Explorer software 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

{ 

  "adress_mac":"your adresse mac", 

  "command":"the command", 

  "argument":"your argument or empty", 

  "password":"password of tag or empty" 

} 
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7. NORMS & STANDARDS 

FCC Statement 

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two 
conditions: 

1. This device may not cause harmful interference; and 
2. This device must accept any interference received, including interference that may cause 

undesired operation. 

 

Industry Canada Statement  

This device complies with ISED’s license-exempt RSSs. Operation is subject to the following two 
conditions:  

1. This device may not cause harmful interference, and  
2. This device must accept any interference received, including interference that may cause 

undesired operation. 
 
CE Mark  

 

 
 

• FCC Mark 
 

    
 
• RoHS Certified 

 

  
 

• Bluetooth 4.2  
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